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ABSTRACT
Aim/Purpose The purpose of this study is to determine Somali university students’ self-assur-
ance in their ability to use the internet securely, as well as their perceptions of
safe internet use across the following four areas: computer security, malicious
software, web security, social engineering, and social media.
Background While universities globally have rapidly adopted internet technologies as a valua-

ble tool for enhancing student learning, students in vulnerable areas like Somalia
are left behind, unable to use them safely and effectively due to limited digital
literacy initiatives and a lack of college or university cybersecurity policies. This
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leaves many Somali university students vulnerable to additional risk of harm or
exploitation when they engage with others online.

A quantitative, cross-sectional survey design was used, and data were collected
via convenience sampling from 388 students across the academic levels and fac-
ulties of Somali universities. Nonparametric tests (Mann-Whitney U and Krus-
kal-Wallis) were used to evaluate differences in students’ self-efficacy and per-
ceptions of the internet by gender, age, and level of education.

The results of this study provide empirical evidence regarding Somali university
students’ digital self-efficacy and perceptions of internet safety. The results indi-
cate that these students differ in demographics, self-efficacy, and perceptions of
internet safety regarding social media. Therefore, this study will inform and de-
velop specifically tailored cybersecurity education and digital literacy policies in
Somali higher education.

This research found that Somali university students demonstrated a very high
degree of self-confidence across all four areas studied. There were also slightly
higher levels of awareness of web security and social engineering than of com-
puter security and malicious software (M = 3.39) and social networking sites (M
= 3.38), compared with computer security (M = 3.25) and malicious software
(M = 3.28). Significant group differences were observed. Male students reported
higher self-efficacy across all domains than females (p <.001; WSS p = .014),
older age groups (27-30 and 30+) demonstrated significantly higher levels than
younger groups (p = .002), and undergraduate students reported higher self-ef-
ficacy than postgraduates (p < .001).

To improve academic performance and encourage safer online behaviour, So-
mali universities should offer students structured cybersecurity and internet
safety courses, as well as additional tools to protect their personal information
and detect online threats. Increasing the availability of these courses will also
help reduce differences in access to cybersecurity and digital literacy among stu-
dents from different demographic groups.

Future research should evaluate how the implementation of structured cyberse-
curity interventions influences students’ behaviours and attitudes regarding their
online activities, and use mixed-methods research to capture the ongoing im-
pact of these interventions on students’ digital practices.

As Somalia continues to develop, strengthening digital literacy and internet
safety among Somali university students will encourage greater academic perfor-
mance and contribute to improving national educational quality and technologi-
cal advancement.

Further studies should evaluate the sustainability of cybersecurity awareness
programmes over time and explore cross-country comparisons within East Af-
rica to identify trends and best practices regarding the provision of cybersecurity
education and awareness among students in fragile higher education contexts. It
is important to establish a foundation for the continued growth and develop-
ment of technology in the region.

internet self-efficacy, cybersecurity awareness, digital literacy, Somalia, higher
education, safe internet use
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INTRODUCTION

In recent years, the internet has revolutionized the operation of higher education institutions around
the world, including emerging countries such as Somalia. The development of online platforms is
now one of the hallmarks of an institution of higher learning’s capability to develop students as aca-
demically excellent individuals (Somali Research and Education Network [SomaliREN], 2024; Unwin
et al., 2010). Digital technologies have redefined how and where knowledge is created and dissemi-
nated. Therefore, the ability of university students to independently navigate the digital web with
confidence and freedom is now a highly valued competency (UNESCO, 2023). The ability to criti-
cally evaluate information in digital environments and to practice good cybersecurity practices will be
important skills in today’s world, especially in a country like Somalia, where strategic development
programmes or initiatives to build electronic literacy are still in their infancy.

As previously mentioned, while internet use continues to grow among Somali universities, students
often struggle to use internet technologies effectively and safely (SomaliREN, 2024). Current re-
search indicates that Somali students are frequently exposed to cyber risks, such as phishing scams,
identity theft, and malware, due to limited awareness and knowledge of how to protect themselves
from potential harm (Ahmed et al., 2023). Additionally, Gure and Rasool (2024) have documented
that there is a high prevalence of Somali students using social media and social networking sites, but
that there is not a commensurate awareness of how to maximize this use from a cyber safe perspec-
tive, thus revealing a lack of both perceived and actual self-efficacy in the Somali context regarding
the use of the internet.

The growth of digital technologies in education and communication in Aftrica has prompted growing
interest in the safe use of the internet by university students within the African higher education sec-
tor, as these technologies increasingly shape educationally delivered content through both instruc-
tional pedagogy and communication (Jauhiainen et al., 2025). Research shows that demographic char-
acteristics such as gender, age, and education level significantly impact students’ understanding of
computer security and their responses to the risks associated with computer security threats (Aithal &
Aithal, 2019; Fatokun et al., 2019). In addition, recent studies indicate that awareness of cybersecurity
differs significantly across demographics, including gender and educational level, suggesting that uni-
versity students differ in their preparedness for safe internet use based on these factors (Bromall et
al., 2025). In Somalia, studies have reported that although internet penetration has grown rapidly, stu-
dents’ knowledge and behaviours regarding internet safety have been insufficient, leaving them at
risk. They are particularly vulnerable to phishing, malware, and social engineering (SomaliREN,
2024).

The research will also examine how differences in the perception and practice of cybersecurity and
digital risk management may be linked to the previously identified demographic factors including
gender, age, and educational level examined in PricewaterhouseCoopers (2024), Adala (2016), and
Oroma et al. (2013), which have been identified as influencing perception of cybersecurity and digital
risk management across eastern Africa. This study explores Somali university students’ beliefs about
and confidence in using the internet correctly through four lenses: computer security (CS), malicious
software (MS), web security (WS), and social networking sites (SNS). The hope is to provide a better
understanding of how students think and feel about internet safety, fill an important knowledge gap,
and develop targeted efforts to increase internet literacy and cybersecurity among Somali students,
which will likely have far-reaching effects on higher education systems across East Africa. As such, it
is vital to understand the differences between students’ opinions and confidence levels on each di-
mension. Thus, this study will explore and compare university students’ confidence levels and opin-
ions regarding safe internet use (CS, MS, WS, SNS) to determine whether these sentiments vary by
demographic characteristics (sex, age, educational level). The importance of the study is that it fo-
cuses on Somalia, where the majority of students lack access to formal cybersecurity education due to
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systemic underfunding; therefore, this study adds to the literature on digital self-efficacy and digital
literacy in under-researched areas.

RESEARCH QUESTIONS

This study is conducted in accordance with the following research questions:

1. What are university students’ opinions and perceptions regarding safe internet use in the
context of computer security, and do these opinions and perceptions differ according to gen-
der, age, and education level?

2. What are university students’ opinions and perceptions regarding safe internet use in relation
to malicious software, and do these opinions and perceptions differ according to gender, age,
and education level?

3. What are university students’ opinions and perceptions regarding safe internet use in relation
to web security and social engineering, and do these opinions and perceptions differ accord-
ing to gender, age, and education level?

4. What are university students’ opinions and perceptions regarding safe internet use on social
networking sites, and do these opinions and perceptions differ according to gender, age, and
education level?

LITERATURE REVIEW

THE PERCEPTION OF SELF-EFFICACY

Self-efficacy is the belief that enables an individual to perform specific activities effectively in a digital
environment (Ulfert-Blank & Schmidt, 2022). Moreover, self-efficacy encompasses using digital
equipment effectively, making effective use of online resources, and problem-solving in an online en-
vironment. Research indicates that learners who possess the highest proficiency and most powerful
mobile technology proficiency are more adaptable and demonstrate greater resilience in the face of
hurdles to achieving higher academic performance in digital environments (Tadesse & Gillies, 2015).
Li (2020) identified a high degree of correlation between the level of engagement in online education
and the development of a student’s sense of self-efficacy. Students who are driven to take responsi-
bility for their participation in online education are more likely to succeed and be resilient in complet-
ing and adapting to online tasks than non-self-motivated students. Liu et al. (2023) found that stu-
dents with strong self-efficacy not only achieve academic success but also can address challenges in-
novatively and use many forms of digital technology to improve their educational outcomes.

Understanding students’ opinions and confidence in their ability to navigate online environments
successfully is crucial for educators and academic institutions as e-learning continues to grow in pop-
ularity. Regardless of their current level of proficiency, students who believe they can use the internet
and related digital tools and resources are more motivated to do so (Putriani & Apriani, 2022). This
helps them improve their digital capabilities and academic abilities (Getenet et al., 2024). On the
other hand, students who see accessing the internet favorably demonstrate resilience in the face of
hardship (Wu & Tsai, 2006). Additionally, this will promote critical abilities, such as understanding
and problem-solving, in digital environments (Li, 2020). With increasing global evidence indicating
that students’ self-efficacy is a contributing factor to both digital engagement and academic success,
there remains very limited context-specific research examining how university students from Somalia
perceive and develop these skills, offering an opportunity for additional research to better understand
their self-efficacy and perceptions of internet use.

SECURITY ISSUES

Students should be aware of the risks associated with using the internet, including security issues
such as identity theft, data breaches, malware, and phishing. Students are often overwhelmed when
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they encounter these risks due to their lack of technical knowledge and insufficient cybersecurity
training. As such, it is imperative that educational institutions assist students in becoming more aware
of these risks, so they can develop preventive measures to safely and effectively use the internet. Re-
search by Cavus and Ercag (2016) has shown that most students have some basic understanding of
computer interaction risks; they have very little or no knowledge, understanding, or experience of
web security, malware, or safety on social networking sites. Given the rapid increase in student inter-
net use, there is an urgent need for educational institutions to integrate cybersecurity training into
their higher education curricula (Caudill & Terrell, 2010).

Further empirical research has confirmed gaps in malware awareness, password management, and the
ability to protect against social engineering attempts among higher education students, despite their
frequent internet use (Tick & Mai, 2024). Further, Bromall et al. (2025) stated that levels of cyberse-
curity awareness differ significantly by demographic characteristics, such as gender and education
level, suggesting that university students have unequal levels of preparedness for safe internet use. An
important study (Yankson et al., 2025) has indicated that students’ understanding of cybersecurity is-
sues is a major barrier to using the internet for education. Students lacking essential skills and
knowledge to protect themselves from cyber threats are therefore less willing to take advantage of
the wide range of online learning opportunities.

Livingstone and Helsper (2010) stated that students should receive specialised training to prepare
them for targeted security threats, noting that this training could raise students’ levels of awareness
and prepare them for such threats through both training and real-life experiences. As a result, the de-
velopment of structured practicum courses that address all aspects of cybersecurity, as opposed to
simply educating students on the subject, is needed to prepare university students in Somalia for the
digital world.

Additionally, in addition to the need for technical training for university students, there also needs to
be a much larger, more comprehensive approach to developing the structural stability and absorption
of such training. This has revealed a large gap in the digital competency of Somali university students.
As a result, it is important to examine their perceptions of, and confidence in using, the internet to
foster awareness of, and safe participation in, the digital realm of higher education.

SAFETY IN EDUCATION

According to Bedirovi¢ et al. (2025), as technology advances even faster than the internet, students’
ability to use digital resources and communicate online increases exponentially; thus, the need for a
safe online environment to support their academic success has never been greater. In addition, re-
searchers’ studies of cybersecurity have quantitatively assessed the impact of students’ internet safety
awareness on their perceptions of online threats and the likelihood that they will engage in Internet
safety behaviors (Vortia, 2025). Because of the research yet to be done on Somali university students,
it will be important to continue exploring these areas of digital learning to assist them in achieving
their educational goals and objectives. By studying these students’ self-efficacy and perceptions of
how they interact with and use the internet safely and securely, we may find ways to improve their
experience accessing and using digital resources.

METHODS

STUDY DESIGN

Using a quantitative cross-sectional survey design, the purpose of the research was to determine the
levels of self-efficacy and perceptions of university students regarding safe internet use as measured
by computer security, malicious software, web security, social engineering, and use of social network-
ing sites.
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PARTICIPANTS

For this study, 388 volunteer university students from diverse academic disciplines were selected
through convenience sampling, of whom 56.2% were male, and 43.8% were female. The demo-
graphic data for the study participants are shown in Table 1. Of the students in this sample, 10.57%
were 18-20 years old, 27.58% were 21-23 years old, 35.05% were 24-26 years old, 24.48% were 27-30
years old, and 2.32% were over 30 years old. Regarding educational status, 59.3% of participants were
undergraduates, while 40.7% were postgraduates. The participants also had diverse academic back-
grounds. For example, 35.1% of the respondents were from the Faculty of Business Administration,
39.9% from the Faculty of Software Engineering, 11.9% from the Faculty of Law, 7.5% from the
Faculty of Nursing, and 5.7% from the Faculty of Agriculture.

Table 1. Descriptive data of participants

Variable Frequency | Percentage
Gender
Male 218 56.2
Female 170 43.8
Age
18-20 41 10.57
21-23 107 27.58
24-26 136 35.05
27-30 95 24.48
30+ 9 2.32
Level of education
Undergraduate 230 59.3
Postgraduate 158 40.7
Faculty
Business Administration 136 35.1
Software Engineering 155 39.9
Law 46 11.9
Nursing 29 7.5
Agriculture 22 5.7

DATA COLLECTION TOOLS

The questionnaire used herein is organized into three parts. The first section collects participants’ de-
mographics, including gender, age, faculty affiliation, and academic level. This is followed by measur-
ing participants’ tech background based on their prior experience, exposure, and knowledge of digital
tools and websites. The last section was adapted from Cavus and Ercag (2016) and contains 35 items
designed to gauge students’ self-efficacy and perceptions regarding the safe use of the internet. Based
on the data collected from patticipants in this research, the scales used to evaluate participants’ re-
sponses were tested for internal reliability using Cronbach’s alpha and found to be very reliable, with
a value of 0.96. The scales used were grouped into four dimensions of computer security: web secu-
rity, social engineering, malicious software, and social network platforms. To gauge the level of agree-
ment or disagreement with participants’ responses, a Likert scale (1-5) was created with the following
response options: 5 = strongly agree; 4 = agree; 3 = neutral; 2 = disagree; 1 = strongly disagree.
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Computer security (CS), comprising 13 questions, was created to assess students’ skills and
knowledge in securing their computers and devices. CS also focuses on the most relevant areas of
protecting computers and devices from data breaches, unauthorized access, and hardware vulnerabili-
ties, as well as securing personal information. The Cronbach’s alpha for CS was 0.90.

Malicious software (MS) is made up of nine questions. It is used to measure how actively students
identify, avoid, and respond to malware, viruses, worms, spyware, and other forms of malicious soft-
ware. MS has a Cronbach’s alpha reliability Test of 0.89.

Web security and social engineering (WSS): To address pertinent web security and social engineering
concerns students may encounter when using the internet to access their emails and online shopping
sites, six items were assigned to this dimension, and the Cronbach’s alpha reliability was 0.87. The
aim is to examine the ability of students to recognize and prevent these threats while using the inter-
net.

Security on social network sites (SNS): To adequately address potential security problems arising
from their use, 8 items were designed, yielding an overall Cronbach’s Alpha reliability statistic of 0.89.
Given that social networking platforms are among the major targets for cybercriminals seeking to
carry out dangerous undertakings, this dimension examines how students view privacy and how to
protect themselves on platforms such as Facebook, Instagram, and Twitter.

DATA ANALYSIS METHODS

Data were obtained using a questionnaire, and analysis and interpretation were performed using SPSS
version 30.0. The techniques used in the study included frequency and percentage calculations, the
Mann-Whitney U test, and the Kruskal-Wallis test. The normality of participants’ scores in the com-
puter security, malicious software, web security, social engineering, and security on social networking
sites dimensions of safe internet use was assessed using the Shapiro-Wilk test and tests of skewness
and kurtosis. The Shapiro-Wilk test results were significant, and those of dimensions’ skewness and
kurtosis were beyond the *2 range (Tabachnick & Fidell, 2013).

These findings showed that the data did not have a normal distribution. Therefore, nonparametric
tests were more suited to compare groups. In order to estimate differences between two independent
groups (e.g., gender, education level), the Mann-Whitney U test was used, whereas multiple-group
comparisons (more than two, e.g., age groups) were assessed by the Kruskal-Wallis test. For pairwise
comparison of the significance results, Dunn’s post hoc test was used. In order to evaluate the mag-
nitude of the group, effect sizes were estimated using eta squared (%?), calculated for Mann-Whitney
U and Kruskal-Wallis tests.

PROCEDURE

The purpose of this research was to explore the gap in the university students’ self-efficacy and per-
ception of their capacity to utilize the internet safely and provide a remedy. The systematic research
design entailed a literature review to identify the information gaps and data gathering. It was followed
by the adaptation of the scale for the accurate assessment of the variables. Ethics committee approval
was obtained from the Scientific Research Ethics Committee of Near East University under project
number NEU/AS/2025/226 before data collection. Data collection was conducted using only ap-
proved methodologies and tools to ensure reliable information; analyses of the collected data were
conducted using appropriate statistical techniques to answer the research questions. Last, the findings
and conclusions were documented in a detailed research report that presented the objectives, meth-
ods, results, and implications. This structured process ensures academic rigor and ethical compliance
throughout the study.
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RESULTS

The four safe internet behaviors in this study were computer security (CS), malicious software (MS),
web security/social engineering (WSS), and social networking sites (SNS), as reported in Table 2. The
response to these behaviors was measured by how likely people are to engage with each of them on a
scale of very high (4.01 - 5.00), high (3.01 - 4.00), moderate (2.01 - 3.00), low (1.01 - 2.00), and very
low (0.00 - 1.00) using a five-point Likert scale. All four dimensions were found to be within the high
category (3.01 - 4.00).

The web security/social engineeting dimension had the highest mean (M = 3.39, SD = 1.08), indicat-
ing that students rate themselves as having a high degree of knowledge regarding phishing, spoof
sites, and other deceptive practices. The second-highest mean was from the social networking site
dimension (M = 3.38, SD = 0.99), which indicates that students are also highly aware of the need to
be cautious regarding their online privacy and safety with regard to social networking sites. The mean
for malicious software (M = 3.28, SD = 0.98) was relatively low but still in the high range, indicating
appropriate awareness of malware, viruses, and other threats. Finally, computer security (M = 3.25,
SD = 0.91) had the lowest mean of the four, although still in a high range, indicating that students
recognize the need to secure their devices and information but have relatively less faith in this than in
terms of web-related threats.

The reliability analysis confirmed that all four subscales showed strong internal consistency, as their
Cronbach’s alpha coefficients ranged between 0.865 (WSS) and 0.899 (CS). Composite reliability of
the entire scale was very high (« = 0.963), confirming the instrument’s strength in measuring stu-
dents’ perceptions and self-belief regarding safe internet behavior. Generally, these results show that
Somali university students have strong beliefs in their potential to perform across all domains of in-
ternet safety, as measured by the developed interpretation scale, and comparatively higher knowledge
of web threats and social networking risks than in the technical domains of computer security and
malware protection.

Table 2. Descriptive and reliability statistics of the scale and dimensions

. . Number Standard Cronbach’s

Dimensions . Mean . .

of items deviation alpha
CS 13 3.249 0.908 0.899
MS 9 3.282 0.980 0.887
WSS 6 3.392 1.075 0.865
SNS 8 3.375 0.987 0.882
Total 0.963

GROUP COMPARISON BY GENDER DIFFERENCES

The Mann—Whitney U test showed significant gender differences across all four dimensions of safe
internet use, as shown in Table 3. Male students reported statistically higher levels of self-efficacy
compared to females in computer security (U = 14,152, Z = —3.93, p <.001, n* = .040), malicious
software (U = 14,854, Z = —3.29, p < .001, n* = .028), web security and social engineering (U =
15,786.50, Z = —2.44, p = .014, n* = .015), and social networking sites (U = 13,233.50, Z = —4.83, p
<.001, n* = .060).

Although all effects were statistically significant, the magnitude of the differences ranged from small
(MS, WSS) to small-to-moderate (CS, SNS), suggesting that gender plays a consistent but relatively
limited role in shaping students’ self-efficacy toward safe internet practices.
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Table 3. Mann-Whitney U test for gender differences

Dimension | Gender N ﬁ;al? o fsrl:;lks U P
CS Male 221 213.96 46786.00
Female 167 168.74 28180.00 14152.00 <0.001
Total 388
MS Male 221 210.79 46584.00
Female 167 172.95 28882.00 14854.00 <0.001
Total 388
WSS Male 221 206.57 45651.50
Female 167 178.53 29814.50 15786.500 0.014
Total 388
SNS Male 218 218.80 47697.50
Female 170 163.34 27768.50 13233.500 | <0.001
Total 388

GROUP COMPARISON ON AGE DIFFERENCE

Across all four dimensions, Kruskal-Wallis tests, as seen in Table 4, indicated significant age-group
differences in computer security (H(4)=24.982, p<.001,1*=0.055), malicious software (H(4)=17.530,
p=.002, n*>=0.035), web security and social engineering (H(4)=29.678, p<.001, n*=0.067), and secu-
rity on social network sites (H(4)=26.016, p<.001, n>=0.057). Post-hoc comparisons showed that the
27-30 and especially the 30+ group consistently had higher ranks than younger groups (18-20, 21-23,
24-26) across dimensions.

For web security and social engineering, the 21-23 and 24-26 groups were similar, but both exceeded
the 18-20 group. In computer security and social network sites, both 30+ and 27-30 outperformed all
younger groups, and in malicious software, they also exceeded the 21-23, 24-26, and 18-20 groups.
The effect sizes ranged from small (n* = .035) to medium (n?* = .067), indicating that although statis-
tically significant, age explained a modest proportion of variance in self-efficacy across dimensions.

Table 4. Kruskal-Wallis H test for age differences

. . Mean Kruskal- Post-hoc
Dimension Age N cank | wamis 1 | 9f P comparison
CS 18-20 41 168.72
30+ > 27-30,
21-23 107 191.99 21-23, 24-20,
24-26 136 | 171.52 24.982 4 | <001 | 18-20;27-30>
21-23, 24-26,
27-30 95 232.65 18-20
30+ 9 286.33
Total 388
MS 18-20 41 162.00
30+> 21-23
- 190.52 ’
2123 | 107 24-26, 18-20;
24.26 136 179.24 17.530 4 0.002 | 27_30 > 21-23,
2730 95 | 229.96 24-26, 18-20
30+ 9 246.06
Total 388
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Dimension Age N l\r/ilalil \I;:]]Sllzii df P c(I)’r:li::rlizgn

WSS 18-20 41 144.76 30,304 =
2123 107 | 18237 1820, 212,
24-26 136 | 182.69 29.678 4 | <0.001 | 24 26. 2123
27-30 95 241.77 24-26 > 18-20
30+ 9 244.67
Total 388

SSN 18-20 41 177.89 30+ > 27-30,
2123 107 | 185.47 21-23, 24-26,
2426 136 | 171.41 26.016 4 | <0.001 ;3—;2 32:1252 >
27-30 95 237.01 1820 ’
30+ 9 277.78
Total 388

The Mann—Whitney U results indicate that undergraduate students consistently scored significantly
higher than postgraduate students across all dimensions: computer security (U=13,477.50, p<.001; n?
= .055), malicious software (U=13,297.50, p<0.001; n* = .059), web security and social engineering
(U=12,785.00, p<.001, n* = 0.071), and security on social network sites (U=13,233.50, p<.001; n* =
0.060), as seen in Table 5. The effect sizes ranged from small to medium, with the largest difference
observed in web security and social engineering, suggesting that, while statistically robust, educational
level accounted for only a modest proportion of the vatiance in students’ self-efficacy.

Table 5. Mann-Whitney U Test for education level differences

Education Mean Sum of

Dimension level N rank ranks U p
CS Undergraduate 218 217.68 47453.50
Postgraduate 170 164.78 28012.50
Total 388 13477.500 | <0.001
MS Undergraduate 218 218.50 47633.50
Postgraduate 170 <0.001
Total 388 163.72 27832.50 | 13297.500
WSS Undergraduate 218 220.85 48146.00
Postgraduate 170 160.71 27320.00
Total 388 12785.000 | <0.001
SSN Undergraduate 218 218.80 47697.50
Postgraduate 170 163.34 27768.50
Total 388 13233.500 | <0.001
DISCUSSION

In today’s global economy, students must be able to use the internet not just safely, effectively, and
ethically, but also as validated sources of information. The internet has developed as an integral part
of worldwide education, allowing students not only to access validated sources of information but
also to participate socially, academically, and professionally with other students. The ability to use the

10
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internet safely is an essential skill, not only for students in an academic sense but also for personal
development.

As a result of these factors, it is clear that students are at risk for increased cyber threats if they do
not have access to quality Internet/communication technology (ICT) infrastructure, guidance, ot pol-
icies from universities, and equitable economic and social opportunities such as those found in So-
malia. Therefore, this presents an urgent need to conduct research that will evaluate the experiences
of Somali university students, assessing their confidence in internet safety, and investigating their be-
liefs related to internet safety within the areas of computer security, malicious software, website secu-
rity/social engineering, and social networking sites.

In regard to this study, the research findings confirm that Somali university students demonstrate
high levels of awareness across all four dimensions; however, awareness may not be the same
throughout the country. This supports previous research findings that Somali university students lack
knowledge of web security and malware, as indicated by Cavus and Ercag’s (2016) examination of the
reliability of the “scale for the self-efficacy and perceptions in the safe use of the internet” for Cyp-
riot university students. Building on these comparative insights, the discussion now turns to the spe-
cific research questions.

Research Question 1 examined the opinions and perceptions university students had on their use of
the internet safely with regard to computer security. Moreover, to what extent did the perceptions
related to computer security vary by gender, age, and educational attainment? In terms of computer
security, the mean scores for our Somali sample (M=3.25) were the lowest. Our analysis indicates
that Somali students, similar to Cavus and Ercag’s (2016) study on Turkish students, have a signifi-
cantly lower level of competency and access to formalized cybersecurity education than do students
from developed countries with better ICT infrastructures. Our findings support the conclusion that
the majority of Somali students do not have formalized exposure to structured cybersecurity educa-
tion. In addition to having poorer access to formalized education, the majority of Somali students
rely heavily on informal means of learning (e.g., family, friends, and peers); therefore, we expect a
greater number of Somali students to be vulnerable because they rely on informal learning and thus
have an inadequate understanding of securing their online activity.

Regarding Research Question 2, the study seeks to examine university students’ views and experi-
ences regarding safe internet use from the perspective of malware (malicious software), and whether
there are differences by gender/age/level of education. As discussed above, Somali respondents had
very low scores for malware (M = 3.28) due to the lack of formalized training in their culture. More
comprehensive research conducted elsewhere (for example, the study by Cavus and Ercag (2016))
indicates that although there is an increasing awareness of social networking and web security, signifi-
cant knowledge gaps remain among the students surveyed.

Compared to the previous, Research Question 3 addresses students’ views and experiences regarding
safe internet use as it relates to the internet and Web3, Psychology (information technology), and
BlackBerry (social networking). Again, there is a slightly higher awareness of WSS in the Somali sam-
ple M = 3.39) than in the technical domains; WSS scores fall within the high range of our study
(3.01-4.00). Thus, this indicates that Somali students lack the ability to use or address malware or
computet-level security risks (computer-level security risks) available to them, but that previous/cut-
rent exposure to various social media platforms has helped raise their awareness of the potential risks
related to these areas. This finding adds originality by highlighting how socio-digital realities in Soma-
lia, where mobile connectivity and social platforms are dominant, shape students’ risk perceptions
differently from those in contexts like Cyprus.

Research into countries other than Cyprus (e.g., Africa and other parts of the world) is a prudent way
to make comparisons. Research by Magen-Nagar and Shonfeld (2018) indicated that internet self-ef-
ficacy is an independent predictor of engaging positively with digital learning, while research by
Aithal and Aithal (2019) showed that students from developing countries generally have difficulty
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protecting their devices from malware due to inadequate technical expertise. Similarly, we see evi-
dence of this trend in our findings for Somalia. A majority of Somali respondents feel that they are
more adept at handling social risks than protecting themselves from malware or technical breaches.
As confirmed by Livingstone and Helsper (2010), training people to stay safe online helps reduce un-
safe behaviours. This finding is especially true for Somali institutions, many of which do not provide
any systematic training.

Research Question 4 further extends our research to examine university students’ perceptions and
attitudes toward safe internet use when using social networking sites (SNS) and how these attitudes
and perceptions differ by gender, age, and higher education attainment. Similar to our findings on
web security, the majority of Somali university students reported relatively high levels of internet self-
efficacy when using SNS (mean = 3.38), indicating their awareness of privacy risks and the need to
use safe practices on these platforms.

Although regional specificity is one of the unique aspects of this study, the inclusion of demographic
factors is also considered very important. Most previous research focused on stable geographic envi-
ronments with access to technical infrastructure; however, this study shows significant variability in
petceptions of internet safety self-efficacy among Somali students, based on demographic variables
(i.e., gender, age, and educational attainment). In contrast, male students demonstrated higher levels
of self-efficacy in almost all areas, except sport; older students reported the highest levels of self-effi-
cacy for the items analysed in this study, and undergraduate students’ perceived self-efficacy was sig-
nificantly greater than that of postgraduate students. These findings provide the first empirical evi-
dence of the influence of socio-demographics on internet safety self-efficacy, particularly in vulnera-
ble educational settings (Oroma et al., 2013; Wu & Tsai, 2000).

From an academic perspective, implications for future research on this topic fall into two categories.
The positive implications of this study indicate that the students have a strong understanding of so-
cial and web security issues; thus, building upon this foundation through appropriate interventions
will allow Somali institutions of higher education to contribute to the development of digital citizen-
ship and resilience. The negative implications of this study indicate that students scored significantly
lower in CS and MS, indicating they are significantly more vulnerable to malware infections, data
breaches, and unauthorized access. These areas require increased attention in the curriculum during
the planning process, through the inclusion of practical modules on password security, antivirus, and
malware recognition.

The importance of these findings in Somalia cannot be understated. By increasing students’ cyber
security self-efficacy, not only will individuals protect their own personal information but also build
on a foundation of increased trust and effectiveness within higher education, The integration of dig-
ital literacy and cyber security awareness modules into the university curriculum will allow learners
to engage in a global digital learning environment, Additionally, through the creation of gender-sen-
sitive and age-appropriate interventions to help close demographic gaps will create more equitable
results and eliminate digital divides in Centers of Higher Education in Somalia.

As a result of this study, we provide evidence-based insights into Somali university students’ percep-
tions and self-efficacy regarding internet safety across four primary areas of focus: computer secu-
rity, malicious software, web security and social engineering, and security on social networking sites.
While our findings demonstrate a fairly moderate to high level of awareness across these four areas,
they also emphasize the need for localized educational interventions focused on the particular digital
literacy and cybersecurity self-efficacy needs of these students, especially in technical areas, in an un-
stable digital higher education environment.

Last, the discussion demonstrates a clear connection to Research Questions 1 to 4, which provide a
direct relationship between students’ perceptions of their particular domains and their demographic
characteristics, thereby providing the framework for safe internet use.

12



Sancar, Abdillahi, Yonmah, Fareed, & Cavus

CONCLUSION

The findings of this research are particularly relevant in Somalia and other emerging nations, as they
highlight the potential risks faced by university students through internet use due to the fragility of
their ICT infrastructure, the degree of digital literacy of the population, and socio-economic dispari-
ties. The research demonstrates how the development of Somali students’ perceptions of their ability
to use the internet safely and their understanding of the potential threats associated with that use can
be improved across four primary areas of computer security: malware, web security, social engineer-
ing, and social network security. The information gathered from a volunteer sample of 388 respond-
ents provides insight into the strengths and weaknesses of the digital skills of Somali university stu-
dents at a critical time of opportunity for development. While there is relative confidence in the abil-
ity of Somali university students to use the internet safely, the data indicate many vulnerable areas
that expose them to potential threats in the online environment.

This study finds multiple indications of gender and age differences among the respondents. Male re-
spondents expressed greater confidence than female respondents in managing the potential risks as-
sociated with their online presence and that of their peers. Additionally, the findings from this re-
search can serve as a strong basis for developing curricula and systematic cybersecurity training for
institutions of higher education in Somalia. Addressing the demographic divide and ensuring equal
access to digital training opportunities for young and female university students will be necessary to
develop equitable digital skills in Somalia. By identifying the strengths and weaknesses regarding stu-
dents’ internet self-efficacy and perceptions of safety, this study can guide the implementation of tar-
geted support for Somali university students to enhance their digital skills and online protection. Uni-
versity administrators and policymakers will benefit from data-driven recommendations on develop-
ing effective cybersecurity education programs for these students, which will improve their academic
performance and ultimately create a safer digital learning environment in Somalia and similar envi-
ronments.

Although this study has many benefits, it has limitations, such as a sample limited to students from
the northern regions of Somalia, potentially reducing the generalizability of the results to other re-
gions of Somalia or other contexts. Another limitation is that the collected data consisted only of par-
ticipants’ self-reports; therefore, it is subject to reporting bias or personal opinion, which could affect
the reliability of the results. The study provides valuable insights into improving students’ digital
competence and cybersecurity awareness at Somali universities. These include: (a) integrating com-
prehensive cybersecurity education into their university curricula; (b) implementing targeted interven-
tion(s) to reduce the gap between males and females and younger students and older students in in-
ternet use; (¢) ensuring that educational institutions improve access to the internet; (d) and (e) collab-
orating with internet service providers to provide discounted data packages for educational purposes.
It is through such measures that a safer and more effective digital learning environment can be estab-
lished, leading to enhanced institutional performance and improved technological proficiency among
students.

Future research could adopt mixed-methods or longitudinal designs to explore how university stu-
dents’ internet safety self-efficacy and behaviours develop over time and in response to cybersecurity
interventions. Additionally, including universities from diverse regions of Somalia and similar re-
source-constrained higher education contexts would help make the findings more generalizable and
enable clearer comparisons of students’ perceptions of safe internet use across regions and cultures.
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